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Familiarize Yourself with Common Attacks 

The two most common cyber-attacks are phishing (including spear phishing) and 
ransomware. Phishing is the practice of sending emails purporting to be from reputable 
individuals or companies in order to encourage you to reveal personal information, such 
as passwords and credit card numbers. Spear phishing is a bit nastier. These emails are 
targeted at employees of organizations using legitimate signature lines, other employee 
names (e.g., when an email looks like it is from someone in HR). Ransomware is 
malicious software or malware designed to deny you access to a computer system or 
data until a ransom is paid; this malware usually arrives via suspicious emails or via 
malicious websites. Both use what is termed social engineering—using tactics to take 
advantage of a potential victim’s natural tendencies and emotional reactions. 

U.S. Attorney General William Barr warns attackers have used the following methods to 
profit during the COVID-19 pandemic: 

 Posing as individuals and businesses selling cures for COVID-19 online. 
 Emails from entities posing as the World Health Organization (WHO) or the Centers 

for Disease Control and Prevention (CDC). 
 Malicious websites and apps appearing to share virus-related information to gain and 

lock access to your devices until payment is received. 
 Seeking donations for illegitimate or non-existent charitable organizations. 

Protect Yourself 

Technology alone cannot fully protect you—you are the best defense. Attackers have 
learned that the easiest way to get what they want is to target you rather than target 
your computer or other devices; why try to guess their way around your defenses when 
they can get you to open the virtual front door? Through social engineering and 
through creating a sense of urgency, attackers will attempt to trick you into giving them 
what they want: your password, work data, or control of your computer. Consider 
implementing the following tips to help you stay cyber safe during pandemic:   

 Avoid clicking on links and opening attachments in unsolicited emails. 
 Do not reveal personal or financial information in an email, and do not respond to 

email solicitations for this information. 
 Verify a charity’s authenticity before making donations. 



  

 Exercise caution in handling any email with a COVID-19-related topic. 
 Stay updated on COVID-19 developments by relying on trusted sources, including the 

CDC and WHO. 

Protect Your Organization 

Hackers are an existential threat to healthcare organizations already facing the financial 
burden of lost or postponed patient revenues, meeting the demands of changes in 
patient safety protocols, challenging supply chain resources, and moving some of their 
workforce remote. Ransomware can break an organization already stretched by this 
pandemic; for example, the Champaign-Urbana Public Health District paid a whopping 
$350,000 ransom to retrieve its files on March 14, 2020. In the midst of pandemic, it is 
difficult to remember the importance of maintaining cyber security, so here are a few 
tips to help address this threat: 

 Establish clear guidelines for workers through company policies and procedures. 
 Give remote workers access to virtual private networks (VPN). 
 Require multifactor authentication for company systems. 
 Provide guidance on positive computer hygiene. 
 Encrypt mobile data devices. 
 Maintain antivirus and malware programs by updating and running them as often as 

needed. 
 Prohibit the use of unencrypted mobile data devices. 
 Prohibit the use of personal email for work purposes. 
 Provide employees with access to educational tutorials on social engineering so they 

know what to look out for. 
 Reemphasize policies and procedures covering workstations and social media 

accounts.  
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